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Many organizations are

seeing surges in the amount

of unstructured data in their
environments, even as new

data breaches come to light
every week. As a result, those
organizations face increased

audit and regulatory pressure
regarding loose access controls
over unstructured data that might
contain sensitive information such
as Social Security numbers, credit
card data, health care information
and proprietary data.

Without a designated data owner,
all data must be treated as
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mission-critical. That means extra
costs in the form of expensive
storage, backups and so on.

But more important, you can’t
be secure or compliant without
designated data owners. After
all, only information owners can
decide who should have access
to unstructured data. But what if
you haven’t designated any data
owners? Who should they be?

This paper will take you through
a seven-step process for
establishing information owners
for unstructured data,

as outlined in Figure 1.

Throughout, we'll show how

One Identity Manager - Data
Governance Edition helps
automate the complex processes
of governing and controlling
unstructured data.

Step 1. Identify Unstructured
Data Stores

Before you can secure data, you
need to know where it is. The
notion of location is particularly
difficult with unstructured data
because most of it is created

by end users, with no direct
involvement or planning by IT.
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In most file-sharing environments,
end users might be unable to
publish new shared folders.
However, they can and do create
new subdirectories, which they
use to store and share new
types of information that ideally
should be published as discrete
resources, each with its own
data owner and access controls.
Likewise, Microsoft SharePoint
allows end users to create and
publish new unstructured data
stores independently, through
self-service site creation.

Therefore, the first step in
getting control of unstructured
data is to catalog all the
unstructured data stores
throughout your network. This
paper focuses on the two most
common ways that organizations
store unstructured data:

e Shared folders
e SharePoint document libraries

1. Identify unstructured
data stores.

Q 2. Analyze potential owners.

3. Confirm ownership.

4. Begin initial attestation.

@ 5. Remediate access.
6. Implement owner-
approval process.

~) 7. Perform periodic
re-attestation.

Cataloging shared folders
Shared folders are a computer-
level resource, so you need to
start by compiling a list of all
computers in the environment
and their shared folders. Windows
offers no built-in report to provide
this information, so you

might want to turn to PowerShell
for this capability.

First, you need a list of
computers, and the likely place
to start is Active Directory (AD).
You might use a script (such

as the Get-Shares script) that
enumerates all computer objects
in an AD organizational unit (OU)
and then queries each computer
for a list of its shares. For each
share, you need the following
information:

e Computer name and domain

e Share name

e Share description

e Underlying local file system path

Figure 1. The seven-step process
for establishing owners of
unstructured data

Keep in mind that there might
be additional domains on your
network or even stand-alone
servers with shared folders. And
make sure to include any file-
sharing appliances, such as
NetApp or EMC devices.

Cataloging SharePoint
document libraries
Documenting SharePoint
document libraries is a
complicated process. First, you
must “walk” the SharePoint object
hierarchy to find all document
libraries. SharePoint’s structural
hierarchy from top down consists
of these items:

e Farms

e Site collections

e Sites (also known as Webs)
e Subsites

e Document libraries

Again, PowerShell is a tool you

can use for recursing through site
collections and subsites looking
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for each document library. (The
scripts in this article provide an
example.) For each document
library, you need at least this
information:

e Farm
e Site collection name
e Document library URL

How One Identity can help
Identity Manager - Data
Governance Edition scans

your file servers, file-sharing
appliances and SharePoint site
collections to automatically
identify unstructured data stores.

Step 2. Analyze Potential
Owners

At this point, you have a list of
all shared folders and document
libraries, so you've documented
all the most likely places where
unstructured data might reside
on your network. The next step
is to analyze these data stores to
determine likely owners.

The best owner for a given

store of unstructured data is
someone who understands the
information and works with it
regularly (or whose direct reports
work with it). The owner needs
to be at an organizational level
with the authority to make
entitlement decisions, as well

as the perspective to take into
account the business and security
implications of granting access to
this information.

To find this person, you need to
analyze the unstructured

data store and its metadata,
essentially asking four questions:

e What type of information is in
the store?

e Who can access the data?

e Who regularly accesses the data?

e Is the data subject to information
security policies?

What type of information is
in this store?

Determine the dominant file
types within the document
library or folder. For shared
folders, WinDirStat is a useful
open-source tool for graphically
rendering folder structure, data
size and file types. You can
quickly see how much data is
present, how it's organized into
folders, and which file types are
represented.

However, if all the documents

are a generic format (such as
Microsoft Word or PDF), you'll
need to dig deeper by actually
looking at the contents of the
data. Your goals are to determine
the most important types of
stored documents, to understand
their business importance to the
organization, and to find out what
sensitive data (if any) resides

in them. You might need to
interview people who are frequent
users of the data, which brings us
to the next question...

Who has permission to
access this data?

Obviously, anyone who uses

a given data store must have
permissions to it before he or
she can access it. So, to identify
people who should know more
about the unstructured data
within a given store, look at the
permissions on the folder or
library in question. Ideally, you'll
document current permissions for
each data store.

Typically, the access control list
(ACL) for folders and libraries
will list one or more groups, each
with specific entitlements. Your
next step is to understand the
membership of each group. Be
aware that on Windows file
servers, permissions may be
granted to local groups unique to
that computer. A better practice
is to use AD domain groups.

The best owner
for a given store
of unstructured
data is someone
who understands
the information
and works with
it reqgularly (or
whose direct

reports work
with it).
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To find out
who actually
uses a
document,
you can

use access

auditing.

Likewise, SharePoint supports
both AD domain groups and
SharePoint groups unique to
SharePoint.

Just because a given group has
access to a data store doesn’t
mean that all its members access
the information. Entitlements

are commonly much broader

than necessary. This happens
because of the absence of a
knowledgeable data owner,
because busy administrators
sometimes lack an understanding
of the data and business
requirements, and simply because
permissions become outdated
over time. Therefore, a data
store’s permissions might not help
you zero in on the key users of
that data. However, documenting
the current entitlements on the
data store is still a necessary step,
as you'll see later in the process.
But the next question provides

an effective way to find the real
users of a given data store.

Who regularly accesses
this data?

To find out who actually uses a
document, you can use access
auditing. Both Windows NTFS
and SharePoint provide an audit
capability. By enabling auditing
for a period, you can analyze the
logs for usernames that show up
frequently. Enabling auditing on
either platform requires access to
the administrative controls and is
complicated.

NTFS auditing — Windows
provides two audit categories for
auditing access to shared folders.
You can enable the Detailed File
Share subcategory on a given
system, and Windows will begin
recording every file access for all
shared folders on that computer
with event ID 5145, which logs
the username, computer name,
shared folder and file name.
Event ID 5145 also logs the
type of access (such as Read,

Write or Delete) so that you can
distinguish between users who
produce and modify data, as
opposed to those who just read it.

For more granular control over
what activity is audited, you

can use the File System audit
subcategory. If you use this
subcategory, you'll need to define
audit policy on each folder you
want to track, specifying who to
audit and which types of access
to track. This category produces
event ID 4663, which logs
essentially the same information
as ID 5145.

File auditing in the Windows
security log is complex because
you must either cope with the
system auditing every access to
every file (Detailed File Share
category) or configure audit
policy on each folder (File System
category). Either way, the
events logged by Windows are
famously cryptic and have a high
degree of noise and duplication.
Furthermore, each computer
records security events to its
local log. Ultimately, there’s no
way to effectively analyze access
events without knowledge of the
arcane Windows security log.
Plus you need a log management
tool to consolidate logs from
multiple systems and perform
the filtering and summarization
necessary to identify the key
users of a given folder.

SharePoint auditing —
SharePoint auditing is controlled at
the site collection level. SharePoint
farms often have thousands of site
collections, and enabling auditing
is @ manual operation accessed
through each site collection’s Site
Collection Administration pages.
With SharePoint, you choose which
types of access (such as View,
Create, Update or Delete) to audit
for the entire site collection. The
audit process includes all objects,
which means — particularly in
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the case of View access — that
SharePoint records multiple events
in its internal audit log, not just for
documents, but for list items and
every other page view.

As you can see, Windows and
SharePoint auditing provides

the information you need to
identify key users of a given
unstructured data store, but both
auditing systems require skill and
resources. After you've identified
these users, interview them about
the information and how they

use it. Determine whether your
conclusions about the data and
its sensitivity are correct. Analyze
the users’ departments and job
titles to see whether they’re at an
appropriate level to be the data
owners, or whether you should
look to their managers.

Is this data subject to any
existing information security
policies or classifications?

Once you have an understanding
of the kind of information a

data store contains and a list

of the primary users of the

data, it’s time to determine
whether this information fits into
a previously identified type in
your organization’s information
classification scheme.

You also have to consider whether
it's subject to any regulatory
compliance requirements.

By comparing what you know
about the data store with your
organization’s information
security policy, classification

and compliance documents, you
should be able to determine
whether this data store should be
singled out for special treatment
as defined by existing policies.
Such policies might mandate

who should make entitlement
decisions, thereby simplifying the
process of ownership selection. At
the very least, you'll want to list
any applicable policies, regulatory
requirements and classifications

in your documentation for this
data store.

How One Identity can help
Identity Manager - Data
Governance Edition automates
the entire tedious process of
owner analysis. There’s no
need to wrestle with Windows
and SharePoint auditing or to
manually collect and document
permissions. The software
automatically collects all this
information — and then goes
further by analyzing it and
automatically suggesting the
best owner.

Further enhancing the solution
is the Classification Module

for Identity Manager - Data
Governance Edition, which
automatically identifies and
protects sensitive data based
on policy, eliminating the need
to open and examine each file
manually. Its MRI-like ability
to find, identify and classify
unstructured content manages
risk, enforces security and takes
the stress out of audits.

Step 3. Confirm Ownership

After you answer the questions

in Step 2 about a given data
store, you should have one or
more prospective data owners in
mind. Now it’s time to get formal
acceptance of ownership, which
might be as simple as getting the
owner to respond affirmatively to
an email message.

But, depending on the sensitivity
of the data, the position of the
prospective owner, and any
applicable information security
policies, formal ownership
confirmation might require
more. For example, you might
need approval from executives
in concerned business areas,
confirmation by the information
security officer or approval from
the compliance officer.

Throughout this entire process,
you've been building a list of
unstructured data stores. Each data
store on the list should include:

e Name and description
e Network location
e Current permissions

e Relevant compliance and
information classification
endorsements

¢ Designated owner (along with the
ownership confirmation and date)

e Last attestation

How One Identity can help
Identity Manager - Data
Governance Edition eliminates the
email-heavy burden of confirming
ownership, thanks to its built-in
workflow engine. After an owner
is selected, the software sends
the automated message, “We've
identified you as a data owner; is
this your data?” If the owner fails
to respond within a certain time,
the product can automatically
escalate the workflow by
contacting the owner’s manager
or taking other action.

Step 4. Begin Initial
Attestation

The first act of the confirmed
owner of a given unstructured
data store should be an

initial attestation to current
entitlements or permissions

that are in place. You'll need to
provide the data owner with a list
of all assigned data stores, along
with the information you collected
earlier — most importantly, a
report of the current permissions.

The data owner might need
additional information, such as the
membership of groups referenced
in the permissions. Obtaining this
information and providing it in a
readable format to the data owner
isn’t complicated, but can be time-
consuming. This is especially

true with local groups on file
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servers and in SharePoint, or when
dealing with nested groups whose
members include other groups.

Now, the owner should approve
or reject each entitlement and
specify any other permissions
that should be added. Save this
attestation for use in the next
step, but also as permanent
documentation for future audits
and compliance reviews.

How One Identity can help
Identity Manager - Data
Governance Edition automatically
prompts a new owner to review
current entitlements on the
unstructured data store. The
owner can accept or even
delegate approval to someone
else, in effect saying, “I'm not the
owner of this, but I know who is.
It's John. Go ask him.”

There’s no need for the
administrator to document
permissions and group
memberships and then pursue
the data owner to complete
attestation. The software
manages the entire process and
provides an easy-to-use interface
to the non-technical data owner
with all the information necessary
to make good business decisions.

Step 5. Remediate Access

This step should simply be a matter
of adjusting data store permissions
to reflect the changes that the

data owner specifies. However, it

is yet another step in the long
process between IT and the data
owner, and another area where the
process can stall.

After the changes are made, the
attestation process should be
repeated until the owner confirms
that all current entitlements

are appropriate. Naturally, that
attestation in particular is
important to save for future audit
and compliance reviews.

How One Identity can help
Identity Manager - Data
Governance Edition completely
eliminates Step 5. When the owner
specifies entitlement changes in
the previous step, the software
adjusts permissions and

group memberships automatically
and immediately.

Step 6. Implement an Owner
Approval Process

When you reach this step, you've
already achieved an important
milestone in securing unstructured
data. However, initial attestation
and remediation is only a point in
time — requests for new access
are constant. Therefore, it's crucial
that you implement an owner-
approval process going forward
for all changes in the data store’s
access controls.

Without an enterprise identity

and access management (IAM)
solution, this is typically a laborious
process that depends on email

and strict observance of manual
steps. Some organizations without
a real IAM system create an access
request list in SharePoint and

set up workflows to help prompt
the requesting party, owner and
administrator through the various
steps in the process.

However you implement the

owner approval process, you

need a business record for each
entitlement change that shows

who requested the entitlement,

the trustee to be assigned access,
approval by the owner and
execution by the administrator.
This record is necessary so that at
any time you can justify why a user
had access to a given data store, or
for a given date, who had access
and why.

How One Identity can help
Identity Manager - Data
Governance Edition’s IT Shop

Requests for
new access
are constant.
Therefore, it's

crucial that
you implement an
owner-approval
process going
forward for all
changes in the
data store’s
access controls.
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uses an e-store metaphor to
simplify and automate the
process of quickly fulfilling access
requests while ensuring data
owner approval and relieving IT
from unneeded involvement. The
user simply visits the IT Shop
and requests access to a new
resource. The software contacts
the data owner with all necessary
information and carries out any
needed entitlement changes.

Step 7. Implement an Owner
Approval Process

Even with direct owner involvement
in access requests, permissions
tend to drift away from current
business requirements because

of events such as changes to
business processes, department
reorganizations and job changes.

Enterprise IAM systems such

as Identity Manager - Data
Governance Edition can catch
many of these events and
automatically adjust entitlements
or prompt data owners to review
them based on new criteria.

If you lack an enterprise IAM
solution, the only way to keep up
with these changes is to have the
data owner periodically review
current entitlements and specify
any needed changes in the light
of current requirements. In fact,
even with an enterprise IAM

tool, many organizations require
regular re-attestation for critical

information security resources to
ensure compliance.

Re-attestation is usually conducted
at least once per year, but might be
required on a quarterly basis. The
process is similar to that described
in Steps 4 and 5. The difference is
that a schedule is needed to trigger
the re-attestation process, and you
must follow up with owners who
fail to respond in a timely manner.
Collecting the information for each re-

attestation can be time-consuming.

How One Identity can help
Identity Manager - Data
Governance Edition supports
traditional periodic re-attestation,
but it can also replace re-
attestation with something far
more efficient and secure: event-
based access management.
Between re-attestation periods,
the software detects job changes
and other business events, and
automatically remediates access to
the system manager or appropriate
data owner.

Identity Manager - Data
Governance Edition

Identity Manager - Data
Governance Edition protects your
organization by giving access
control to the business owners
who know who should have
access to which sensitive data.
Business owners are granted the
power to analyze, approve and
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fulfill unstructured data access
requests to files, folders and
shares across NTFS, NAS devices
and SharePoint.

Identity Manager - Data
Governance Edition helps data
owners (not IT) determine who
should have access and automates
the request-and-approval workflow,
keeping your organization from
being the next security headline
— all while reducing the burden on
IT. Some key capabilities of the
solution include:

e Restricted access — Define
access policies for your
organization to ensure that
sensitive unstructured data is
accessible only to approved
users. Identity Manager - Data
Governance Edition locks down
sensitive data such as files,
folders and shares across NTFS,
NAS devices and SharePoint.

e Data owner assignment —
Determine and assign the
appropriate owner of data for
all future access requests by
evaluating usage patterns and
read and write access.

Simplified auditing — Identify
user access to enterprise
resources such as files, folders
and shares across NTFS, NAS
devices and SharePoint to
provide key information during
audit preparations.

Automated access requests
— Use built-in workflows to
automatically direct access
requests from the request
portal to the appropriate data
owner. Approved requests are
automatically and correctly
fulfilled, with no burden on IT.

Figure 2. Identity Manager - Data
Governance Edition protects your
organization by giving access
control to the business owners who
know who should have access to
which sensitive data.
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Access verification—Ensure
that only approved users have
access to specific resources,
including those who have left the
organization or department, or
whose roles have changed. Identity
Manager - Data Governance Edition
enables you to monitor user and
resource activity, and configure and
schedule a recertification process
for data owners to verify and attest
to employee access.

Personalized dashboard—
View trends, historic and

current data access activity,

and attestation status on a
personalized dashboard with
reports that you can use to prove
compliance to auditors.

As the volume of unstructured data
in your environment grows, it's
increasingly critical to protect that
data appropriately, as well as to
ensure regulatory compliance. To
achieve those goals, you need to
designate owners who are in the
right position to decide who should
have access to the data.

Using the seven-step process laid
out in this paper, you can identify
your unstructured data stores,

establish owners for the data, and

ensure that the right users have
access — now and into the future.
While this process can be difficult
and time-consuming with manual
approaches and native tools, it can
be streamlined and automated
with comprehensive IAM solutions
like Identity Manager - Data
Governance Edition.
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Figure 3. Classification Module

for Identity Manager - Data
Governance Edition automates the
process of securing and classifying
unstructured data.
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About One Identity

The One Identity family of identity and access
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world including business-centric, modular and integrated,
and future-ready solutions for identity governance,
access management, and privileged management.
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Quest Software Inc.
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Aliso Viejo, CA 92656

Refer to our Web site (www.oneidentity.com) for
regional and international office information.

AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, QUEST SOFTWARE ASSUMES NO LIABILITY
WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED
OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN

NO EVENT SHALL QUEST SOFTWARE BE LIABLE FOR
ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS,
BUSINESS INTERRUPTION OR LOSS OF INFORMATION)
ARISING OUT OF THE USE OR INABILITY TO USE THIS
DOCUMENT, EVEN IF QUEST SOFTWARE HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Quest Software makes no representations or warranties
with respect to the accuracy or completeness of the
contents of this document and reserves the right to
make changes to specifications and product descriptions
at any time without notice. Quest Software does not
make any commitment to update the information
contained in this document.

ONE IDENTITY



